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Republic of the Philippines

Department of Education
REGION 111
SCHOOLS DIVISION OF PAMPANGA

September 25, 2023

DIVISION MEMORANDUM
No. 482 ,s. 2023

REITERATION OF DIVISION MEMORANDUM NO. 28, s. 2023 DIVISION
INTERIM GUIDELINES ON THE MIGRATION FROM GOOGLE WORKSPACE TO
MICROSOFT 365

To:  Assistant Schools Division Superintendents
Division Chiefs
Functional Unit Heads
Education Program Supervisors
Public Schools District Supervisors
Public Elementary and Secondary School Heads
Teaching and Non-Teaching Personnel
All Others Concerned

1. This is to reiterate the compliance of all teaching and non-teaching personnel
of the Schools Division of Pampanga to the Division Memorandum No. 28, s.
2023 dated January 23, 2023, which reads:

“l. Anent to OUA-OUT-011023-10 (Microsoft 365 Adoption) and Regional
Memorandum No. 0027, s. 2023 (Regional Interim Guidelines in Migrating
From Google Workspace to Microsoft 365), all SDO Pampanga teaching and
non-teaching personnel are hereby informed of the implementation Microsoft
365 (M365) as the official productivity platform beginning February 1, 2023.”

2. Anent thereto, all teaching and non-teaching personnel of this Division are
reminded that starting October 1, 2023, all emails will be sent in the Microsoft
Outlook accounts. Google mails can still be viewed as read-only.

3. District, Cluster and School ICT Coordinators are instructed to provide
technical assistance to teachers in the migration process. A tutorial video on
how to migrate from Google Workspace to Microsoft 365 can be found in this
link: https://bit.ly/TechAbleS1.

4. Enclosed are the Regional Memorandum No. 0027, s. 2023 Regional Interim
Guidelines in Migrating From Google Workspace to Microsoft 365 and Division
Memorandum No. 28, s. 2023 2023 Division Interim Guidelines on the
Migration from Google Workspace to Microsoft 365.

5. For queries, please email pampanga.ictsu@deped.gov.ph.
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Bansang Makabats % B3tang Makabns:

Address: High School Blvd., Brgy. Lourdes, City of San Fernando (P)
Telephone No.: (045) 435-2728; (045) 435-7404

Email Address: pampanga@deped.gov.ph

Website: www.depedpampanga.ph
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Republic nf ﬂ)l’ iBbthppmrs

Department of Education

REGION 111
SCHOOLS DIVISION OF PAMPANGA

6. Immediate dissemination and 100% compliance of this issuance is earnestly
desired.

, PhD, CESO V
Schools Division Superintendent
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Address: High School Blvd., Brgy. Lourdes, City of San Fernando (P)
Telephone No.: (045) 435-2728; (045) 435-7404

Email Address: pampanga@deped.gov.ph

Website: www.depedpampanga.ph
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B epublic of the Philippines

Bepartment of Education

REGION 111
SCHOOLS DIVISION OF PAMPANGA

November 29, 2022

DIVISION MEMORANDUM
NO. 028 |, s. 2022

DIVISION INTERIM GUIDELINES ON THE MIGRATION FROM GOOGLE WORKSPACE
TO MIROSOFT 365

TO Chief Education Supervisors
Public Schools District Supervisors
Public Secondary School Heads Concerned

District and Cluster ICT Coordinators

1. Anent to OUA-OUT-011023-10 (Microsoft 365 Adoption) and Regional Memorandum
No. 0027, s. 2023 (Regional Interim Guidelines in Migrating From Google Workspace to
Microsoft 365), all SDO Pampanga teaching and non-teaching personnel are hereby
informed of the implementation Microsoft 365 (M365) as the official productivity
platform beginning February 1, 2023.

2. All DepEd Google Workspace applications including email (Gmail) and storage (Google
Drive) will be deactivated. Users can still access the said applications but they cannot
be able to use them. Listed below are the Google applications and the corresponding
M365 tools that will replace them:

e N

Google Workspace Microsoft 365 |

Gmail Qutlook

' Drive OneDrive B

| Docs Word a

' Sheets Excel 3
| Slides PowerPoint

| Forms Forms |

. Meet Teams I

| Calendar Outlook / Teams Calendar |

DepEd personnel with no Microsoft accounts are advised to monitor their DepEd Gmail
accounts for their temporary M365 credentials until January 27, 2023 and activate
immediately by signing in at https://portal office.com to commence sending and
receiving emails through Microsoft Outlook. School personnel with @r3-2.deped.gov.ph
Microsoft accounts are also advised to the same. Should a user forget the password for
Microsoft 365, he/she may request for a new password thru
https:/ /passwordreset.microsoftonline.com.

DepEd personnel who are already using their M365 accounts are reminded to back-up
or migrate their files stored in the Google Drive to Microsoft OneDrive prior to February
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REGION I11
SCHOOLS DIVISION OF PAMPANGA

1, 2023. This also goes for all emails and email attachments, and all links directed to
all Google Workspace files, folders, forms and other collaborative tools.

5. The Regional ICT and Public Affairs Units have produced an online tutorial to
familiarize DepEd personnel on the migration process. Said tutorial can be accessed in
this link: https:/ /bit.ly/TechAbleS1.

6. Newly hired personnel with no M365 accounts are advised to send an email to the
Division ICT Unit at pampanga.ictsu@deped.gov.ph with the following information:

District/Cluster:

School ID:

School:

Employee ID:

First Name:

Last Name:

Contact No.:

Personal /Alternate Email Address:

Newly hired personnel with no Employee ID yet are also advised to attach their
Certificate of Employment and Notice of Appointment.

7. The Division ICT Unit will also conduct a meeting to the 33 District ICT Coordinators
and 7 Cluster ICT Coordinators on January 24, 2023, 3:00pm via Microsoft Teams
to streamline and assist schools in the migration process.

8. Enclosed is Regional Memorandum No. 0027, s. 2023, Regional Interim Guidelines in
Migrating from Google Workspace to Microsoft 365, for reference.

9. For immediate dissemination and strict compliance.

Engr. EDGARD C. DOMINGO, PhD, CESO V
Schools Division Superintendent ._DN
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Republic of fbe Philippines
Bepartment of Education

REGION I[1I-CENTRAL LUZON

REGIONAL MEMORANDUM
No. __CC27 ,s. 2023

REGIONAL INTERIM GUIDELINES IN MIGRATING FROM
GOOGLE WORKSPACE TO MICROSOFT 365

“7 i\ 70°20L

To:  ASSISTANT REGIONAL DIRECTOR
SCHOOLS DIVISION SUPERINTENDENTS
REGIONAL OFFICE PERSONNEL
DIVISION OFFICE PERSONNEL
ALL OTHERS CONCERNED

1. With reference to OUA-OUT-011023-010 entitled Microsoft 365 Adoption, all
DepEd personnel, both teaching and non-teaching are hereby apprised of the
implementation of Microsoft 365 (M365) as the official productivity platform
beginning February 1, 2023.

s All DepEd Google Workspace applications including email and storage
services will be deactivated. The table below shows all affected Google applications
and the corresponding M365 tools that will replace them:

Google Workspace Microsoft 365

1 | Gmail Outlook

2 | Drive OneDrive

3 | Docs Word

4 Sheets Excel

S | Slides PowerPoint

6 | Forms Forms

7 | Meet Teams

8 | Calendar Outlook/ Teams Calendar
3. DepEd personnel with no Microsoft accounts are advised to monitor their

DepEd Gmail accounts for their temporary M365 credentials until January 27, 2023,
and activate immediately to commence sending and receiving emails through
Outlook.

4. For School Accounts and DepEd personnel who are already using their
respective M365 accounts, it is reminded that prior to February 1, 2023, all files that
are stored in Google Drive should be migrated to One Drive. This also goes for all
emails and email attachments from Gmail, and all links directed to all Google
Workspace files, folders, forms, and other collaborative tools.

5. To help with the migration process and to be able to familiarize all personnel
with M365, the Regional ICT Unit in collaboration with the Public Affairs Unit have
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Republic of the Philippines

Bepartment of Education
REGION II-CENTRAL LUZON

produced an online tutorial segment called TechAble which features Microsoft
productivity tools, all episodes are available for streaming at
hi H C.

6. For the creation of M365 accounts of newly hired employees, all Personnel
Officers are instructed to submit all pertinent details to the Information Technology
Officer (ITO) concerned. In turn, all ITOs are required to submit them to the DepEd
Central Office by accomplishing the OAMF v3 form provided by the ICTS-SDD.

Because of the technical nature of the migration process, each ICT Unit from
the Regional Office down to the Division Office level shall only be responsible in
providing the necessary ICT technical assistance to coach/ instruct each DepEd
email account holder on the process of backup and migration. All information and
content that form the whole cloud storage to be migrated shall be the sole
accountability of the end user or the email account holder.

8. A M365 Teams Helpdesk Channel for Region 3 shall be created and all ITOs
from the Regional Office to the Schools Division Offices shall manage and facilitate
all queries that will be posted as regards the migration activity. A separate memo
shall be issued to announce the availability of the aforementioned helpdesk.

9. All existing guidelines on Acceptable Use of deped.gov.ph accounts shall
remain in force and in effect unless rescinded or amended by DepEd ICTS

10.  For strict compliance.

DigRaBy st by frtas May
Date 2230099 194040 -000"

MAY B. ECLAR, PhD, CESO III
Regional Director

Encl.: As stated

Reference: As stated

To be indicated in the Perpetual Index
under the following subjects:

COMMUNICATIONS INFORMATION TECHNOLOGY

ORD/ictul
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FROM

SUBJECT

The Department of Education (DepEd) provides tools and sexvices for its employees,
teachers and students that promote a culture of collaboration and communication
and improve performance of tasks. The DepEd obtained these tools and services in
the interest of education and public service.

To further maximize these productivity tools, we would like to reiterate that all DepEd
employees are provided with Microsoft 363 accounts such as:

a. Microsoft Outlook: An email and calendar application.

b. Word: A word processing tool that allows user to create, edit and format
text documents.

c. Exoel: A spreadsheet tool for organizing and analyzing data.

d. PoweszPoint: A tool for producing and editing slides and presentations.

e. Omeliote: A digital notebook for taking notes, organizing information, and
collaborating with others.

f. Teams: A commmunication and collaboration platform for chat, video
conferencing, and file sharing.

£ OmneDrive: A cloud storage service for storing and sharing files.

h. SharePoint: A web-based coliaboration and document management

i

i 8

platform.
Microsoft Forms: A tool for creating surveys, quizzes, and polls.
Microsoft Planner: A task and project management tool.

Gmailaccmmtsnubaﬁum-h-nym

Office of the Undersecretary for Administration
Department of Education - Central Office, Room 508, Sth Floor Mabini Building,
mmmwmm&g&

Email: usecforadminstration@deped.gov.



All users shall sign-in to their Microsoft 365 account at hity & 1

mmmmmmmmmmmmmn-mmm
Microsoft 365 and setup their respective seif-service password reset by providing
their mobile number, alternate personal email address and/or answers to security
questions. The new password used for signing-in should be always kept safe. Should
WWWW&MS@.MWWtMamW

Further, please be informed that starting 1 Febsuary 2023, all DepEd personnel will
be able to receive and send emails through their respective Microsoft Outlook
foutiook.office.com) accounts using the same email address.

In this regard, all DepEd personnel and officials arc reminded that the use of these
accounts shall be for educational purposes and/or the performance of official duties
and responsibilities. The Depariment shall cxercise dominion over all DepEd
accounts and over all data, material, and information received, transmitted, stored,
or otherwise processed through the service.

Moreover, all personnel are also reminded that disciplinary actions such as account
suspension and other legal remedics may be initiated against anyone found
responsible for violating the acceptable use of the DepEd accounts.

The Central Office, all Regional Offices (ROs), and all Schools Division Offices (SDOs)
shall establish their respective helpdesk mechanisms to support their personnel.

For farther queries or clarifications, all concerned DepEd personnel from various
governance level may raise their issues and concerns to the following:

Governance Lewel ' Office /Unit in Chacge
ICTS - User Support Division
Central Office
8633-2092
g Commumications
Regional Office %Utﬂt
Division Information Technology
Schools Division Office and school Officer and the helpdesk mechanism
peraonnc established at the SDO

A schedule of webinars regarding trainings to be conducted and support materials
wmalsobeplwkhdbythclcrs User Support Division to be available at

Immediabe dissemination of and strict compliance to this memorandum is directed.
Thank you.



Republic of the W
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BEC 26 2012

DepEd MEMORANDUM
No. 227 » 8. 2012

GUIDELINES ON THE USE OF THE DEPED EMAIL SERVICE

To: Undersecretaries
Assistant Secretaries
Bureau Directors
Directors of Services, Centers and Heads of Units
Regional Directors
Schools Division/City Superintendents
Heads, Public and Private Elementary and Secondary Schools
All Others Concerned

To achieve the policy objectives of enhancing the existing media of communication,
promoﬁngaamneof:denmy and facilitating a culture of collaboration, the Department of
Education (DepEd) issues the Guidelines on the Use of the DepEd Email Service to
operationalize the use of the DepEd Email Service pursuant to DepEd Order No. 85, s.
2012 entitled Policy on the Establishment of DepFd Email Service.

2. The enclosures contain the following guidelines for reference:

Enclosure No. 1 - Guidelines on Registration for deped.gov.ph accounts; and
Enclosure No. 2 - Guidelines on the Acceptable Use of deped.gov.ph accounts.

3. These guidelines shall remain in force and in effect until such time when they will
be rescinded or amended. This Department through the Office of the Technical Service {TS)
shall make the necessary modifications when deemed necessary, as long as consistency
with the above stated policy thrusts is satisfied.

4, Any concern on these guidelines shall be directed to the Office of the Director, TS,
DepEd Central Office (CO) through email address: helpdesk@deped.gov.ph or at telephone
0o0.: {02) 638-4878.

5. Immediate dissemination of this Memorandum is desired.

BR. ARMIN A.LUISTRO FSC
Secretary

DenEd Compiex. Meralco Avenme. Pasie Citv 1600 ﬂmmmrmmm amw&m qmmnh



Enclosure No. 1 to DepEd Memorandum No. 227, 8. 2012

GUIDELINES OR REGISTRATION FOR deped.gov.ph ACCOUNTS

1. Roles and Responsibilities
a. Super Administrators. The full system administrators shall be assigned by

the Secretary. They shall have complete access to the deped.gov.ph control
panel and all administrator actions.

ICT Administrators. The Central Office, each regional office, and each division
office shall assign an ICT administrator to be in charge of the administrative
maintenance of users and groups in their respective arca of respansibility.

Personnel Officer. The Central Office, each regional office, and each division
office shall assign a Persannel or- Administrative Officer who will serve as the
authorized officer for creation and deactivation of accounts.

Helpdesk. Troubleshooting and other techmical concerns relative to the service
shall likewise be addressed by the Technical Service (T'S), in coordination with
other assigned employees of the Department.

2. Assignment

a.

b.

All permanent employees of this Department shall be assigned a deped.gov.ph
account which can be accessed through http://mail.deped.gov.ph.

Consultants and personnel under contract of service may be assigned their
respective accounts upon the request of their immediate heads of the unit and
subject to the discretion and approval of the super administrators. The requests
shall be based on the need of the said individuals for official email accounts in
the performance of their duties.

All users will be divided into three domains in the administrative panel: .
employees; consultants; and contracts of service.

The deped.gov.ph accounts assigned will adhere to the following naming

conventions:

<first namel>.<last name>@consultant.deped.gov.ph for
consultants; and
<first name>. <last name>@cos.deped.gov.ph for contracts of service.

Email addresses following a different naming convention, assigned as an alias,
will be assigned upon the request of the head of unit and will be subjected to
the discretion and approval of the super administrators,

Offices which need an email address will be assigned a distribution list, with its
employees who need to communicate using the said address under it, upon the
request of the head of unit and will be subjected to the discretion and approval
of the super administrators.



Republiks ug Pilipinas

Kagaivaran ng Edukasyon
Tanggapen ng Pangalawang Kalihim

OUA MEMO 00-0820-0130
MEMORANDUM
17 August 2020

For: Execom and Mancom Members
CO Division Chiefs
Schools Division Superintendents
Regional/Division/School Information Technology Officers
Principals/School Heads
All Others Concerned

Subject = GUIDELINES ON THE USE AND ADMINISTRATION OF
G SUITE AND MICROSOFT 365 FOR EDUCATION

1. The Department of Education (DepEd) continmes with its aim of improving
governance by providing tools that promote a culture of collaboration and
communication, and improve performance of tasks. With this, the
Department of Education provides employees, teachers, and students with
access to twenty-first century tools that support education and its delivery.
Included in this online education package are tools for email, productivity
and collaboration.

2. Users will have access to the following tools:
a. G Suite for Education
b. Microsoft 365 Education

3. All regular employees and public school learners of the Department of
Education shall be assigned a G Suite for Education and a Microsoft 365
Education user account.

4. Consultants and Contract of Service personnel in the Central, Regional or
Division Office may be assigned their respective user accounts upon the
request of their immediate heads of unit and suhject to the discretion and
approval of the assigned User Account Administrators in each governance
level. The request shall be based on the need of the said individuals for
oﬁualuauaeeountsmthepaformanceoftharduﬁes.

5. Employee, consultants and contract of service personnel accounts my

(ODA}
Administrative Service Information and Communications Technokgy Service JCTS),
fl‘-ﬁ"% Mﬁmﬁ Service (DRMMS), Bureau of Learner Support

Services (BLSS), Baguio Teachers Camp (BIC), Central Security & Safety Office {CSSO§
n-uno-mn- Rm 519, ua;nm;m ‘l‘da: 4682)&337(:)’3,&6&)863‘76207
+639260320762;
""-"u'&'n."'? [ 2 Email: usec.admin@deped.gov.ph; (gupm



6. The standard naming convention for employee, consultants and contract of
service personnel shall be:
a. G Suite for Education:
<first name>.<last name>@deped.gov.ph
For Central, Regional and Division Office Personnel:
<first name>.<last name>@deped.gov.ph

For School personnel:
<first name>. <last name>@<regional tenant>.deped.gov.ph

c. If the username is no longer available in G Suite for Education, the
User Account Administrator must append a sequential number
after the last name. The Microsoft 365 Education user account
name must follow the same as the G Suite for Education user
account name,

7. Public school learner accounts shall be created by the ICTS based on the
Learner Information System. These accounts shall be distributed through
the Division Information Technology Officer and the School ICT coordinator,
in a process they deem appropriate, strictly adhering to data privacy rules
and guidelines.

8. The standard naming convention for the public school learner accounts
shall be:

<Learner Reference Number>@c<regional tenant>.deped.gov.ph
9. Upon receipt of account credentials, all users must immediately access
their accounts thru accounts.google.com for G Suite for Education and
portal.office.com for Microsoft 365 Ecducation.
10. Upon signing in, all users must ensure that their self-service password
recovery is set up by accessing the following pages: )
a. @ Suite for Education - https://myaccount.googie.com/security
b. Microsoft 365 Education - hitps:/ /myaccount.microsoft. com/

12. Roles and Responsibilities
a. Administrators

i. The Super Administrators manage the policies, configuration
and user accounts for both G Suite for Education and Microsoft
365 Education across all the tenants in the organization. This
task is assigned to the ICTS - Solutions Development Division.

ii. Helpdesk Administrators are authorized to manage DepEd user
accounts. Their main responsibility is to perform user account
memagunaxtactmnathatrequmhﬂkmmg.ewalanonor




performing the different user account management
procedures.

4. The ITO may delegate one other personnel from the same

governance level to assist in the performance of his/her
duties as a User Account Administrator. However, the

accountability for actions performed remains with the ITO.

5. To delegate an alternate User Account administrator and
in the event that a new Information Technology Officer is
assigned in the Regional or Division Office, the Super
Admmsiraimsmustbenoﬂﬂednnmed:atelythruemail

.gov.ph. Details must include the
name,planﬂhpneihmandoﬁdalDepEdanaﬂofthe
alternate or new User Account Administrator.

iv. The School Administrators serve as the school-based
administrators that handle concerns such as ensuring that the
user accounts are distributed to learners and resetting of user
account passwords.

The School Administrator shall use the appropriate school
accounts in resetting of user account passwords.

v. All administrators shall act as champions on the proper use of
both G Suite for Education and Microsoft 365 Education
accounts.

b. Users
i. All users, at all levels of the organization and in schools, must
ensure the safekeeping of their respective user accounts.
ii. Strictly follow the acceptable use and prohibited use guidelines.

iii. The employee and his/her supervisor must ensure that all files
and important correspondences are properly turned over before
effective date of transfer resignation, or retirement.

13. Acoeptabile Use

a. Use

i. The use of these accounts shall be for educational purposes
and/or the performance of official duties and responsibilities.
ii. Reasonable use of the service for personal electronic
correspondence is acceptable. However, strict professional
discretion is expected to be employed at all times. DepEd
personnel shall act professionally and shall be bound by the
provisions of the Code of Conduct and Ethical Standards for

Public Officials and Employees (R.A. 6713)

ili. It is highly recommended that personal correspondences and
files be saved in a separate location.

b. Prohibited Use




i The G Suite for Education and Microsoft 365 Education are
government services obtained in the interest of education and
public service. Transmission and storage of offensive, disruptive,
discriminatory, pornographic, profane, abusive, libelous,
derogatory, illegal, and otherwise similar material unbecoming
of learners and agents of the civil service are strictly prohibited.

ii. The account shall not be used in connection with any
omnmml,mhgmm,aoda],pohﬁcal,andd:hershﬂar

iii. Disclosure of confidential and sensitive personal information is
strictly prohibited unless it is required by duty or assignment.

iv. Sharing of account credentials with other individuals and
organizations is strictly prohibited.

v. Use of the account to access illegal content or to access content
(e.g. copyrighted information) in 2 manner that violates the law
is likewise stringently forbidden.

vi. The introduction, intentional or otherwise, of any form of
computer virus or malware, may it be from an email attachment

or external link to a file, is also strictly prohibited.

vi.. Each individual is responsible for any information or statement
sent out from his or her own account, making him or her liable
for viclations stated in this policy.

c. Protection Against Liability

i. Appropriate discretion shall be applied in terms of
representations, claims and disclosures made through the G
Suite and Microsoft 365 official DepEd email account.

il Inthespmtofmailnskawarmandhomh@tetbepossible
Hability, the inclusion of the following disclaimer in the signature
hneofancummummnm.smtthronghthemnailservmeofe
Suite for Education and Microsoft 365 Education is
“This communication may contain confidertial or privileged
mfomwhomandwmtendedsolelyforﬂzehchudualoremﬁtyto
whom it is originally addressed. Any disclosure, copying,
Mm«mmmmmmammm
than the intended recipient, is strictly prohibited. The opinions,
conclusions and statements expressed in this message are those
of the sender and may not necessarily reflect the views of the
Department of Education.”

14. Privacy and Monitoring
a. The privacy of every individual user shall be respected as a strict
general policy. Supervision of accounts shall only be undertaken upon

a finding of probable canse indicating a breach of the safe, proper, and
reasonableuseofﬂ:edeped,govphsuviccoramlahonofanyla wos




other rules or regulations as possibly evidenced by contents processed
through the deped.gov.ph service, as determined by the DepEd
Executive Committee (ExeCom).

b. The individual shall be informed that the account will be subject for
investigation and of the reason behind it.

¢. The contents of the deped.gov.ph service are considered confidential

government communication. To protect confidentiality of the email
messages, security measures such. as HTTPS, IMAP and PKI digital

cuhﬁcamsshanbeuaedtomyptorsecmetheconnecdonand

messages sent and received through the deped.gov.ph service.

d. All data, information, and communication sent, received, or archived
in the G Suite for Education and Microsoft 365 Education belong to
the government.

15, Enforcement

a. In the event that the prohibited acts stated in Section 10.b of this
Policy are violated, formal complaints may be lodged with the User
AccountAdmmstrator This shall be done in coordination with the
appropriate Division, Regional, Central DepEd Legal Officer against
individual users, whether they are still connected with DepEd or not,
anduponadeterminaﬁonbythesuperadmmxstratmsthatthaema
probable cause to rely on the validity and veracity of the allegations
contained therein.

b. Any user found guilty of viclating, intentional or otherwise, the palicies
stated herein shall be subject to disciplinary action, without prejudice
to such other civil, administrative, and penal remedies as the gravity
of the violation may merit.

c. The specific disciplinary action to be meted out shall be determined by
the appropriate DepEd official, in consultation with the unit head of
the person at fault.




